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Troubleshooting Federation with Fiddler

Federation is a three person dance; there is the Identity Provider (IdP), the Relying Party (RP or
SP), and the browser used to perform the federation. The hardest part of troubleshooting is
often determining whether the error is on the Identity Provider, the Relying Party, or the
browser. Fiddler, a free web debugging tool from Telerik, can be an invaluable tool for
debugging federation issues.

Optimal IdM Support asked me to Capture a Fiddler Trace, what do | do?
If Optimal IdM Support has asked you to submit a Fiddler trace, this document will show you how to do
that. Do the following:

1) Download and configure Fiddler (see Downloading and Configuring Fiddler).

2) Replicate the issue while running Fiddler with capture turned on. It helps to close all other web
applications while doing this. Make sure to turn off Fiddler capturing once the error has been
replicated.

3) Export the Fiddler Trace (see Exporting a Fiddler Trace) and attach it to your help desk ticket.

4) See the sections on debugging federation issues specific to your federation protocol for self-
diagnostics.

a. General troubleshooting tips - Diagnosing General Federation Issues

b. WS-Federation — Diagnosing Common WS-Federation Federation Issues

¢. SAML 2.0 - Diagnosing Common SAML2 Federation Issues

d. OAuth2\OpenlID Connect — Diagnosing Common OAuth2\OpenID Connect Federation
Issues

| am not using Optimal IdM but | still want to fix my federation problem, what do | do?
We are sorry you are using inferior technology. However, this document can still help you. Do

the following:

1) Download and configure Fiddler (see Downloading and Configuring Fiddler).

2) Replicate the issue while running Fiddler with capture turned on. It helps to close all other web
applications while doing this. Make sure to turn off Fiddler capturing once the error has been
replicated.

3) See the sections on debugging federation issues specific to your federation protocol.

a. General troubleshooting tips - Diagnosing General Federation Issues

b. WS-Federation — Diagnosing Common WS-Federation Federation Issues

¢. SAML 2.0 - Diagnosing Common SAML2 Federation Issues

d. OAuth2\OpenlID Connect — Diagnosing Common OAuth2\OpenID Connect Federation
Issues
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Downloading and Configuring Fiddler
Download the latest version of Fiddler from https://www.telerik.com/download/fiddler. After
downloading, you need to configuring Fiddler for decrypting HTTP/SSL traffic.

After starting Fiddler, go to Tools -> Options and then select the HTTPS tab. Select “Capture HTTPS
CONNECTs” and “Decrypt HTTPS traffic” options.

=
General HTTPS |Connectiuns I Gateway | Appearance | S::riptingl Extensinnsl Performance I Toals |
Fiddler can decrypt HTTPS sessions by re-signing traffic using self-generated certificates.

[¥ Capture HTTPS COMMNECTs &.ﬂttinns |

¥ Decrypt HTTPS traffic

I...Fru:um all processes j Certificates generated by CertEnroll engine
¥ Ignore server certificate errors {(unsafe)

[T cCheck for certificate revocation
Protocols: <client=; ss13;tls1.0

Skip decryption farthe following hosts:

Help Mote: Changes may nottake effectuntil Fiddleris restarted. oK Cancel

When you select this option, Fiddler will ask for permission to install dummy root certificates in
you certificate store.
SCARY TEXT AHEAD: Read Carefully! |

izi To intercept HTTFS traffic, Fiddler generates a unique root certificate.

You may configure Windows to trust this root certificate to suppress
security warnings. This is generally safe.

Click "fes' to reconfigure Windows' Trusted CA list,
Click 'Mo" if this is all geek to you.

Trust the Fiddler Root certificate? Yes | | No I

These certificates can be safely removed after using Fiddler to debug the federation issues.

If you have deployed Fiddler and used it to successfully decrypt HTTPS traffic but it suddenly
stops decrypting HTTPS traffic, the dummy root certificates have likely expired. To resolve this

Contact us at sales@optimalidm.com or learn more at www.OptimalldM.com
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issue; turn off HTTPS decryption, remove all the dummy root certificates from your personal
certificate store, and then enabled HTTPS decryption.

Capturing a Fiddler Trace
To capture a Fiddler trace, simply launch Fiddler and then go through the steps to reproduce
the error.

Important! Once you replicate the issue with Fiddler running, make sure to turn off traffic
capturing. That can be done via the menu (File -> Capture Traffic) or by clicking on the bottom
left hand corner of the Fiddler application.

The Fiddler console will show all of the browser actions involved in the Federation and allow
you to inspect each request and response.

© Progress Telerik Fiddler Web Debugger = = -
File Edit Rules Tools View Help
28 WinConfig () #3 Replay X~ b Go | Stream Hifi Decode | Keep: Al sessions = &5 Any Process @4 Find [ Save | i8] (3) @& Browse ~ ¢ Clear Cache T TextWizard | [ Tearoff -
# Result  Protocel Host  LRL I [§ Fidder OrchestraBets |  im FidderSeript | =l log | [ Fiters | — Timeline
Bls 302 Hres regression. theaptimaldoud.com _ /wsfed42/ (@) statistics ik Inspectors [ 4 ButoResponder | # Composer

i i Pwa=wsigni w =
og 302 HTTRS regression. theoptimaldoud.com  jofis42/7wa=wsignin 1. 08atream Headers | TextView | SyntaxView | WebForms | HexView | Auth Cookiss | Raw 150M
€¥10 200 HTTPS regression, theoptimaldoud.com  fofis42/pages/public/HRD. aspx

XML

|GET Fwsfedd2/ HTTP/1.1
Client
Accept: text/himl,application/xhtml +xml,application/xml;q=0.9,image fwebp,image/apng, */*;q=0.8
Accept-Encoding: gzip, deflate, br
Acceptdanguage: en-US en;q=0.9
User-Agent: Mozila/5.0 (Windows NT &, 3; WinG4; x64) AppleWebkit/537. 36 (KHTML, like Gecko) Chrome/56.0.33
Cookies
=| Cookie
__AntiXsrfToken=4fbcdcde 55d04absbe 7ffadfes ff2ads
ASP.MET_SessionId=ezirh irmpi1pv00mgkikmugr hal
< m >

m | >

| Transformer | Headers | Textview SyntaxView ImageView HexView WebView Auth
Caching Cookies Raw JSON XML

Response body: 361 bytes.

< m

>
Rused o> vmerarwemnmre o

= Al Processes 1/3 https: /fregression. theoptimaldoud. com jwsfed42/

If the only values you see in the Host column are “Tunnel To”, then you do not have HTTPS
decryption properly. See Downloading and Configuring Fiddler for more information.

Exporting a Fiddler Trace

After capturing the Fiddler trace, you can save it by going to File -> Save -> All Sessions... Enter a
file name and the Fiddler trace will be saved as a *.saz file. This is the file that should be sent to
Optimal IdM support.
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Diagnosing General Federation Issues

The URI for a relying party or identity provider may be in the form of a URL (such as http://my.test.com)
or a URN (urn:my.test.com). URIs (both URNs and URLs) are case sensitive when used for Federation.
For URLs in the form of URIs, every “/” is part of the name as is the protocol. When used as a URI the
URLs http://my.test.com, http://my.test.com/, https://my.test.com, and https://my.test.com/ would all
be considered different URIs. This often causes federation errors.

After capturing the Fiddler trace look for HTTP Response codes with value 404. The response
code is the second column from the left by default and response code will typically be
highlighted in red. If you see a 404 error there is like one of two reasons; 1) the URL is wrong
and does not point to a valid location or 2) the URL length exceeds that which the server can
support.

If you see a 404 error in the browser that does not show up in the Fiddler trace then that
indicates the URL length exceeds the URL length limit of your browser. Browser URL length
limits are vendor dependent.

Diagnosing Common WS-Federation Federation Issues
The basic flow of WS-Federation is:
1) The user requests an access to a relying party
2) The user is redirected to the Identity Provider (IdP) with a WS-Federation authentication
request
3) The user then authenticates at the IdP
4) A WS-Federation authentication response is then posted to the relying party

Error on authentication request to the Identity Provider
If in the authentication request you get an error on the Identity Provider indicating that the
relying party URI is not recognized, run a Fiddler trace reproducing the issue. Then look for a
GET request to the IdP with the following URL parameters shown below. You can see the URL
parameters by selecting the line in the request list and then going to the Inspectors -> Web
Forms tab. The URL parameters for the WS-Fed authentication request are:

e wa =wsignhinl.0

e wtrealm = <relying party URI>

e wctx = <federation context>

e wct =<request time in UTC>
Make sure the value in the wtrealm URL parameter matches the value configured at the
identity provider for the relying party. Also look at the raw URL which can be seen on the
Inspectors -> Raw tab. Make sure the wtrealm URL parameter is properly URL encoded in the
raw authentication request URL.
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Error on authentication response to the Relying Party
The WS-Federation reponse is an HTTP POST request with the follow form data. You can see the form
data by selecting the line in the request list and then going to the Inspectors -> Web Forms tab.
The form data for the WS-Fed authentication response are:

e wa =wsighinl.0

e wresult = <WS-Fed response XML>

e wctx = <federation context> (should match the authentication request)

From the WS-Fed response XML validate the following:

e Make sure the IdP URI matches the value configured on the relying party. This value can be
found in the WS-Fed response XML Issuer element.

e Make sure the signing certificate matches the signing certificate configured on the relying party.
The signing certificate can found in the WS-Fed response XML in the Certificate element under
the Signature element.

e Make sure the assertion audience matches the relying party URI. The assertion audience can be
found in the Audience element of the assertion.

e WS-Federation supports either SAML 1.1 or SAML2 assertions, make sure the type of the
assertion matches what the relying party is expecting. For SAML 1.1 assertions the major and
minor version attributes on the Assertion element will be set to 1. For SAML2 assertions the
version attribute on the Assertion element will be set to 2.

Diagnosing Common SAML 2.0 Federation Issues
The basic flow of SAML 2.0 is:
1) The user requests an access to a relying party
2) The user is redirected to the Identity Provider (IdP) with a SAML 2.0 authentication
request
3) The user then authenticates at the IdP
4) A SAML 2.0 authentication response is then posted to the relying party

While the basic flow is the same as WS-Federation, SAML 2.0 is much more complicated because
the authentication request is an XML document rather and URL parameters. Also SAML 2.0
supports different methods of transporting the authentication request and response. These
methods are called “Bindings”. The three most common bindings are POST, Redirect, and
Artifact. The most common combination is for the authentication request to be passed using
the Redirect Binding and the response is returned using the POST Binding.

Error on authentication request to the Identity Provider
If you get an error on the authentication request to the IdP, capture a Fiddler trace reproducing
the issue. Then look for a GET request to the IdP with the following URL parameters shown
below:

e SAMLRequest — encoded SAML 2.0 Authentication Request XML

Contact us at sales@optimalidm.com or learn more at www.OptimalldM.com
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e SigAlg — XML Digital Signature Algorithm (optional)
e Signature — XML Digital Signature (optional)

Unlike WS-Fedation, the SAML 2.0 authentication request is an XML document that is
compressed and encoded. Fortunately Fiddler can easily decode this for you and show you the
XML document. Simply right click on the SAMLRequest value and select “Send to TextWizard ...”
That will bring up the Fiddler TextWizard window. If you don’t see XML make sure the
Transform: drop down in the middle is set to “From DeflatedSAML”.

TextWizard [488 == 690 chars] A

'’

The TextWizard encodes and decodes text. Input text select a transform from the dropdown.

nZLM Tz MwEIRFFIS/4EWg61UWiEg FYhodc AFOc4WLEBw 720 35vj 10CagOVI Lrakfz ToyOk DWypYNnn S Uty Dp AGyzm Y /AJANhwOgrgowt MOz 80iY1X] -
Mo Aw LRIDe TZMzldz Bty DQaHVmGRRGo FooQ FOsu USaMkH b 5 ZgY6 3R AidymJ) 1Ge DheBIMPouGjHb KE+tb ZHGe( 3balCuMd Ly KGpO'Vdo SgtmC
41KEOuGHvRFYZDEILrThODO Py Y ZIhME7ZIhC 1+ TOmiruZbnGt VCP Y2 M4pgha Kp Yo lat Zyupld LGtpdWYhCerel 2F5s 19 TY loeol Oca YWuAb PyPILD
32y TOhdxMNhEEM4mEFWF

+wFlobtjg S 7TRighfOnHAJuPaghk 1G3TPmyvz A%z SvIZP A& lib6YHop Zee ¥ FvNRSBH 1 5c Ps FBplPY T Yebfp UGh S 1wsRFQ

+6y11G 8z ABz6A0 TovrSden DI+22 Tdw==

[
Transform: |From DeflatedSAML j [~ View bytes Encodings... Save Output: AsSession To File..  Send output to input & |
<samlp:AuthnRequest |D="_5887bd4b-6133-4bab-aZee-140ce3280962" Version="2.0" |ssueinstant="2018-05-24T17.42:15.337Z" ;I
Destination="https://dev virtualidentityservercloud .com//ofisd2™ ForceAuthn="false” |sPassive="false"
ProtocolBinding="um oasis names tc. SAML:Z 0bindings HTTP-POST"
AssetionConsumerService URL="https://dev vitualidentityservercloud com/samlsp42/SAMLZACS Fake aspx”
wmins:samlp="um oasis:names tc:SAML:2.0:protocol " ><saml:|ssuer
wmins:saml="umoasis names tc. SAML:2 D:asserdion” =hittps://dev vitualidentityservercloud .com//samlsp4 2/ </saml:lssuer:<samlp:NamelD Policy
Format="um o0asiz namestc:SAML:1.1:nameidformat unspecified” AllowCreate="true" /></samlp:AuthnRequest >

hd|

Check the following:
e Make sure the request Issuer value matches the relying party URI configured in the IdP.
e Make sure the Destination attribute matches the IdP SSO endpoint.

Error on authentication response to the Relying Party
The SAML 2.0 reponse is an HTTP POST request with the following form data. You can see the form
data by selecting the line in the request list and then going to the Inspectors -> Web Forms tab.
The form data for the SAML 2.0 authentication response are:

e SAMLResponse — encoded SAML 2.0 response

The SAML2Response is base64 encoded. Fiddler can easily decode this for you and show you the
XML document. Simply right click on the SAMLResponse value and select “Send to TextWizard
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...” That will bring up the Fiddler TextWizard window. If you don’t see XML make sure the
Transform: drop down in the middle is set to “From Base64”.

TextWizard [5316 == 3985 chars]

The TextWizard encodes and decodes text. Input text and select a transform from the dropdown.

PHMHEWsow Ol 3Bvbn NIEIEP S Z)A1 ZTAMZ LI Yje 0ZC00MmQ4LWENWIEZW U4OWQ Y] w0 TNmliBJblc 3BvbnNVG SN Im Y 2MZD0 Yi Y] ke &
LTQSNDAYTY 2MS1iM2kNz 1 MikwNDail FAcn Mpb 2430 uMClg SXMNzdWAIbnNIYWSOP SyMDEALTATLTNVD EwOiQ 10jMyLik 3M Toil ERlc 3RpbmF
0aW3uP SJodHRwezov L 2RldiSZak) dW FsaWRlbn Rpd HlzZX ) 2724 )ibG 31 A0 5b 20ve 2R HNwNDIv UOFNTDJBQ TNGYWH Lm Fzo HailHhtb G5z0nM
hbWow P 5J1cm46b 2FzaXMBbmFt 2XMEdGMELOFNT Doyl jAGcHIvdG b 2wiPpe Y W1sCOldze 3IWciB4bWauczpz YW1sP S 1em46b 2FzaXMEbmFt X

MEdGMEUOFNT Doy ASY XNz 24 0aWu 51 cm46b 27pezQyPC Iz YW1 s0kdze 3Vci4 81U 2nbm FOd X JIIHNtbG 52 P S Jod HRwQi8vd 3d AnczLm By Zy By

MO Aw Lz ABL3htbGRzaWeili48U AnbmWic SWhmbz 4802 Fub 25p Y 2FsaXphdGlvblk 11dGhv ZCBBbGdveml laG 0SImh ldHABLy93d 3cudz Mub 3n Lz hw M
DEvMTAveG1sLWVAYY1iMTRulylg Lz4 38U Anbm FOIdXI TWV0aG 3k EFs Z29ya X Rob TliaHRIc DovL3d 3dy53My Svemey MjAw MCEBwO 5 54b Wadcc 2n|
3z 51zaG Bl Av PSS ZW AemVu Y 2Ug VWP SR Y w NW LEZ TNILWIBNGGEN DU OCTRMTVILWMO Dk OGly MDlez Zil+ P FRy YW 5z Zm Syb XM

+P FRy"YW 5z Zm3yb SEBbGdvemlDaG 03 mh0dHAGLy33d 3cudzMub A LziwMD Av M DleveG 15 ZHNp ZyNIbn AbiG Sw ZW Gt e Anbm FOd Xl iAv PpeUcmF

ucZZvemOgGWenb 3.JpdGht P SJodHRwOiSvd 3d 3LnczLm Sy Zy 8y MD ALz Ew L 3htb C 1leG Mt Yz EDbiMiPpebm Nsd XNpdm VO YW lle 3Bh Y 2Va IFBy W Z

K

Transform: IFr.:.m Baseo4 J [~ view bytes Encodings... Save Output: AsSession To File..  Send output to input & |

'E'dﬂ" 'u'rr'sn n="2.0"

'Tl‘:l'lifl </ Transfoms |:|Il:|v:'i‘l|'"'||:ﬂ'|l:u:|

From the SAML 2.0 response XML validate the following:

e Make sure the IdP URI matches the value configured on the relying party. This value can be
found in the SAML 2.0 response XML Issuer element.

e Make sure the signing certificate matches the signing certificate configured on the relying party.
The signing certificate can found in the Response response XML in the Certificate element under
the Signature element.

e Make sure the assertion audience matches the relying party URI. The assertion audience can be
found in the Audience element of the assertion.

Diagnosing Common OAuth2\OpenlD Connect Federation Issues

OAuth2 and OpenID Connect define different Grant types. Depending on the Grant type the
flow may consist of a mixture of web application and web service (REST) calls. The most
commonly used Grant is the Authorization Code grant. In this Grant the users browser is used
to make a web application authentication request after which an Authorization Code is
returned to the web application. The web application makes a REST call to the IdP to exchange
the authorization code for a Access Token and JSON Web Token (Jwt).
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Error on Authorization Code Grant request to the Identity Provider
If in the Authorization Code Grant request you get an error on the Identity Provider, run a
Fiddler trace reproducing the issue. Then look for a GET request to the IdP with the following
URL parameters shown below. You can see the URL parameters by selecting the line in the
request list and then going to the Inspectors -> Web Forms tab. The URL parameters for the
OAuth2\OpenlID Connect authentication request are:

e response_type = code

e client_id = <relying party URI>

e redirect_uri = <URL where the authorization code should be returned to>

e scope = <requested authorization>

e state =<federation context>

e nonce = <random value>

Check the following:
e Make sure the client_id value matches the relying party URI configured in the IdP.
e Make sure the redirect_uri value matches what is configured for the relying party in the
IdP.

Error getting the Access Token or Jwt using the Authorization Code

The REST call to exchange the Authorization Code for an Access Token and/or Jwt is performed
by the relying party. To view this exchange you must run Fiddler on the server that is
performing the REST call.

After capturing the REST call with Fiddler, look for the REST call with the following URL
paramters:

e code = Authorization Code

e client_id = <relying party URI>

e redirect_uri = <URL where the authorization code should be returned to>

e grant_tyoe = authorization_code

Check the following:
e Make sure the client_id value matches the relying party URI configured in the IdP.
e Make sure the redirect_uri value matches what is configured for the relying party in the
IdP.
e Check that the Authorization Code had not be used before (they may only be used
once).
e Check that the Authorization Code is not expired (they are typically short lived).
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https://social.technet.microsoft.com/wiki/contents/articles/3286.ad-fs-2-0-how-to-use-fiddler-
web-debugger-to-analyze-a-ws-federation-passive-sign-in.aspx
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