VIRTUAL IDENTITY SERVER
FOR OFFICE 365™

GET TO THE CLOUD FASTER, WITH
ADDITIONAL SECURITY, FEATURES & FUNCTIONALITY
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EVERY DAY, MILLIONS OF USERS WORLDWIDE DEPEND ON OPTIMAL
IDM’S SOLUTIONS FOR THEIR SECURITY, COMPLIANCE

AND IDENTITY MANAGEMENT NEEDS.

MICROSOFT'’S OFFICE 365

This allows you access to cloud-based email, web conferencing, file sharing and Office applications for a flat
monthly cost, eliminating the need for on-premise servers to provide this functionality.

FOR ENTERPRISES

The move to the cloud is a slow and difficult process taking months to complete. There are also many
barriers to Office 365 adoption. The Virtual Identity Server for Office 365 not only eliminates the most
common Office 365 barriers, but also provides for a rapid cloud deployment; slashing implementation times
from multiple months to days.

Whether you have multiple Active Directory (AD) Forests or use a directory such as Novell's e-Directory, VIS
for Office 365 can quickly and easily take your users to the cloud wherever they reside.

VIS FOR OFFICE 365

VIS for Office 365 is a complete end-to-end solution including: synching users/groups, filtering or translating
the data as it is synched (and during authentication), as well as complete audit logging and denial of service
(DoS) capabilities.

FEDERATION COMPONENETS

The VIS For Office 365 federation components not only provide out of the box two-factor authentication to
Office 365 but also enables customers who otherwise couldn’t go to the cloud (e.g. eDirectory or multi-
forest).

CONTACT US AT SALES@OPTIMALIDM.COM OR LEARN MORE AT WWW.OPTIMALIDM.COM
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EXTENDING OFFICE 365 WITH POWERFUL MULTI-FOREST, MULTI-
PLATFORM, TWO-FACTOR AUTHENTICATION AND DENIAL OF
SERVICE PREVENTION/DETECTION CAPABILITIES.

BENEFITS

FAST & EASY MULTI-FOREST
SOLUTION

VIS for Office 365 quickly and easily connects to
all of your Active Directory (AD) forests to easily
synchronize your data to the cloud without
requiring any on premise consolidation. The
solution also provides Single Sign-On (SSO) to
Office 365 across all AD forests, both trusted
and untrusted.

MULTI-PLATFORM SUPPORT
(BEYOND AD)

The move to the cloud is a slow and difficult
process taking months to complete. There are
also many barriers to Office 365 adoption. The
Virtual Identity Server for Office 365 not only
eliminates the most common Office 365 barriers,
but also provides for a rapid cloud deployment;
slashing implementation times from multiple
months to days.

BUILT-IN CLOUD FIREWALL

Allows administrators to filter out and decide
what data is synchronized to the cloud. With
Office 365 alone, all users and groups are
synchronized to the cloud.

TWO-FACTOR
AUTHENTICATION

Enables strong authentication to Office 365
applications, using common two- factor
authentication methods such as: client
certificates, SMS/Phone, SecurlD, or other
methods with the built-in extensible framework.
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RAPID OFFICE 365
DEPLOYMENT

Rollout Office 365 in days not months,
regardless of the number of directories/forests.

DENIAL OF SERVICE (DOS)
DETECTION AND PREVENTION

Automatically detects and prevents denial-of-
service attacks by locking out account virtually so
the internal AD accounts remain functional.

AUTOMATED LICENSE
ASSIGNMENT

Reduces administration time by automating
license assignment.

DETAILED AUDITING

As users authenticate to the cloud, VIS for Office
365 automatically logs who authenticated, when
and with what claims to a SQL database.
Administrators can use the out-of-the-box reports
or use their favorite reporting tool.

NON-ROUTABLE DOMAINS IN
UPN’S

VIS for Office 365 also supports customers with
either non-routable domains for a User Principal
Name such as JoeUser@Optimal.local or
multiple UPN suffixes. VIS for Office 365 handles
this on-the-fly by translating on the out-bound
sync and as the user authenticates to Office 365,
with no data changes required in Active
Directory. With VIS for Office 365, your cloud
UPN and on-premise can be different.
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FOR MORE INFORMATION ON OUR
PRODUCTS AND SERVICES

Optimal IdM is a global provider of innovative and affordable identity
access management solutions. We partner with our clients to provide
comprehensive, fully customizable enterprise level solutions that meet

the specific security and scalability needs of their organizations.
Customers include Fortune 1000 companies, as well as Federal, State
and Local Government agencies all over the world.

PRODUCTS

Virtual Identity Server Optimal People Picker for

LDAP Proxy Firewall SharePoint :

VIS for SharePoint VIS for Office 365 /

Optimal Federation & The Optimal Cloud

Identity Services Cloud Reporting .
Optimal Authentication Service

| = LY

GOLD CERTIFIED p Windows Windows
Partner d Server 2012 Server 2012 R2

»
‘\,

CERTIFIED FOR CERTIFIED FOR
Windows Windows
Certified Certified Servers2008R2) | Servers2008

CONTACT US AT SALES@OPTIMALIDM.COM OR LEARN MORE AT WWW.OPTIMALIDM.COM



