
When to Synchronize, Virtualize 
and Federate data in the 
Enterprise 
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Different situations call for different approaches 

to your enterprise data, and it may not always be 

clear which situation you are facing. 

The following helpful synchronization guide 

should give you a better idea when it is 

appropriate to synchronize data, when you want 

to duplicate your data and when federating your 

data is called for.  

We’ll also offer some example-use cases for the 

Optimal IdM Virtual Identity Server™ or VIS, 

including how the VIS works with the Active 

Directory. 

This should give you a better idea of how VIS can 

streamline your system, better protect your data 

and optimize workflows.

Background:
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To create user accounts on disparate systems such as AD, UNIX, Mainframe, etc.

For legacy applications that are not LDAP enabled and require a copy of data..

When direct access to systems is not physically available or feasible.

To provide the automated provisioning and de-provisioning of users from HR to AD, Exchange and 

other disparate systems.

For automated hire/fire scenarios and workflow data updates.

To maintain/update attributes from HR (i.e. name changes, title, phone) to other systems. 

When to Synchronize Data:

When to Duplicate Data:

When to Federate Data:
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NOTE: Duplicate identities ONLY when absolutely required. The greater the number of 

identities/directories, the greater the Total Cost of Ownership. 

If an identity exists in a given platform (i.e. LDAP/Active Directory) there should be no need to create 

another copy of this identity. – Join/connect to it directly. 

What are the ideal conditions to synchronize data? There are three major situations where it makes 

sense to synchronize data, as follows: 

In most cases, you should be sparing with your decision to duplicate data. It’s important to note that you 

should duplicate identities only when the situation absolutely requires it. Remember, the more 

identities/directories you have, the greater the total cost of ownership is. If an identity exists in a given 

platform (e.g. LDAP/Active Directory), there should be no need to create another copy of this identity. 

You should just join/connect to it directly. 

Situations where it makes sense to duplicate data include: 

Contact us at sales@optimalidm.com or learn more at www.optimalidm.com

The main instance where it will be important for you to federate data is when you are working across 

security boundaries. For example, if you need authentication or authorization of business partners or 

other external entities, best practices recommend you federate your data. 
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When a user needs access in real-time (latency of synchronization is not acceptable) 

When you want a real-time proxy authentication to multiple systems

For data translations/transformations; a virtual directory is a black box between physical storage and the 

applications

When the volume of data becomes too large to synchronize

For data leakage prevention (DLP). Virtualizing your data will provide only the data the application 

requires.

To reduce the number of passwords that need to be synchronized/maintained

To increase the performance of Active Directory

To increase the performance of applications that leverage Active Directory

To increase security on the data within Active Directory (or other data systems)

To provide auditing and compliance across all applications, without modifying the applications.

To provide an abstraction layer to the back end data stores

To increase the reach of new technologies such as Geneva (extends claims beyond AD and SQL)

To enable LDAP only applications to become “claims aware” (Federation)

When legacy LDAP enabled applications can only connect to a single LDAP

When applications only support a particular LDAP directory 

When to Virtualize Data:
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Being able to virtualize data can be a major asset, and there are a number of situations where it will be to your 

benefit to virtualize your data. Here are some examples: 

You may be wondering where the Optimal IdM Virtual Identity Server™ (VIS) fits in with your overall 

enterprise data system. Here are some useful sample cases that will give you a strong idea of how to best 

take advantage of Optimal IdM VIS™. 
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Example Use-Cases for the Optimal IdM Virtual Identity Server™ (VIS)
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LDAP Proxy Server to Active Directory: A primary benefit of an HTTP proxy server is that it 

increases security for web applications. The Virtual Identity Server provides this same benefit for 

Active Directory and other data repositories. 

  

Views to Active Directory: Database views provide multiple “views” of the same physical 

 database structure. This provides flexibility for applications who may need to see the same 

data in a different format. The Virtual Identity Server provides this same benefit for Active 

Directory and other data repositories. 

  

Data Leakage Prevention: Leveraging views, applications receive only the data they need. No 

more, no less. 

Firewall to Active Directory: VIS can provide monitoring and auditing of activity that is 

happening via LDAP. It can also be used to analyze LDAP enabled applications for 

performance and efficiency.  

LDAP Migrations: VIS can appear as one LDAP (e.g. Sun or eDirectory) while proxying to 

another LDAP such as AD or ADAM. VIS via handles the translations such as schema between 

the directories, with attribute and object class mappings and built-in extensibility. 

Real-time Merging of Data: VIS can provide a merged, real-time view of data across multiple 

backend systems. Multiple domains and/or forests can be merged without forest trusts. 

Real-time Joining of Data: VIS can combine data on like objects from across multiple backend 

systems. For example, a user in Active Directory may have other attributes about him/her in 

another system (i.e. SQL) that do not exist in Active Directory. 

In this case, the user attributes can be merged “virtually” and appear as a single entity to the 

LDAP application. This eliminates the need to extend the Active Directory schema and 

synchronize data for the sole purpose of applications. 
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Optimal IdM Virtual Identity Server™ for Effective & 
Secure Data Management

For more information, contact Optimal IdM.

WH I T E P A P E R

The Optimal IdM VIS .NET LDAP Virtual Directory can be an ideal solution to your data

management and security issues because it provides a single, real-time view of identity from 

any data store.

If you have multiple AD forests and domains scattered throughout your environments, 

controlling data — especially user identity information — can be extremely challenging. 

Applications can connect to the VIS as they would any LDAP directory, looking just like a 

standard Active Directory.  It can also join and merge data from other LDAP directories or SQL 

databases. 

In this situation, it looks like one LDAP directory even though it is merging data from multiple 

data stores in real time. 

One of the major benefits of this is that it means you do not need to duplicate LDAP objects, 

something that is best to avoid. 
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