
Buyer’s Guide to Multi-Factor 
Authentication 

S O U R C E :  G A R T N E R ,  " D O N ' T  W A S T E  T I M E  A N D  E N E R G Y  
T I N K E R I N G  W I T H  P A S S W O R D  P O L I C I E S ;  I N V E S T  I N  M O R E  
R O B U S T  A U T H E N T I C A T I O N  M E T H O D S  O R  O T H E R  
C O M P E N S A T I N G  C O N T R O L S " -  J U L Y  2 0 1 7

"Through the end of 2020, enterprises that 
invest in new authentication methods and 
compensating controls will experience 50% 
fewer identity-related security breaches 
than peers that do not." 
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Back in the days of kings and castles, nobody relied on a single knight to keep marauders at bay. Even in the 

Dark Ages, people knew that effective security is layered. Castles were surrounded by moats and protected by 

walls outfitted with ramparts, battlements, and arrow loops. The architects of those structures thought, as we do 

today, that the greater the number of defenses, the greater the security. 

This approach is reflected in multi-factor authentication (MFA). MFA is the norm in business today due to the 

desire for better access control and the need to comply with regulatory requirements. With MFA, stolen 

credentials are useless since a thief is likely to have only one of the necessary factors. MFA also deters brute force 

attacks that automatically check for combinations of logins and passwords; even if the thieves manage to steal 

user credentials, they will be unable to get past a login screen because they don’t have the code or token.  

"MFA is the norm
in business today
due to the desire
for better access
control and the
need to comply
with regulatory
requirements."

Background:
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The more layers incorporated by an access control system, the greater its strength… until the system collapses under 

the weight of all those defenses. Security strategists know that if a security system is too difficult or inconvenient for 

average people to use, they’ll find a way around it. To prevent that, security leaders strive to strike a balance between 

defense and ease of use. 

For this reason, businesses usually use only two of the three access control factors; something you know, which is a 

login, and something you have, which is a card, fob, or smartphone. The third factor, something you are, used to be 

reserved for a small pool of personnel who needed access to sensitive areas such as data centers. However, since 

smartphones became common, almost everyone in a company carries around a fingerprint reader without having to 

provide any biometric data to their employer at all. The something you have and something you are have melded into 

a control managed by the user on a single device. 

Invisibility is what makes two-factor authentication (2FA) so secure. 2FA asks a user for a login name and something 

they possess, such as a fob, or they know, such as a code sent to their phone. They don’t have to remember a 

password; they just need to look at their phone. For a bad actor to hack a user’s 2FA controls, he would have to both 

know the login name and gain control of the physical token. That shrinks the pool of potential fraudsters from an 

ocean to a drop.  

The Benefits of MFA

Strength in simplicity
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Persistent productivity

Anywhere from 20 to 50 percent of calls to help desks are 

requests for password resets.  The hit on IT department 

productivity is huge, but it’s not the only hit. All those 

workers calling the help desk are not working because 

they can’t get into their systems. According to one report, 

complicated IT security procedures cost companies almost 

22 minutes per week per worker. Extrapolate that 22 

minutes to the average mid-sized enterprise of 500 

employees and it becomes a meaningful number: 

183 hours lost each week, which is over 9,500 hours per 

year.



WHITEPAPER 4

2FA returns those hours to enterprises because there are no lost passwords. Lost fobs can be a problem, 

but fobs are not lost nearly as often as passwords are forgotten; anyway, organizations are moving away 

from issuing fobs to simply requiring their employees to download an app or use SMS to receive codes on 

their smartphones. Certainly, smartphones can be lost as well, but whoever finds them will need a code to 

open the phone, and even if the lost phone were unlocked, any passcodes it contained would have most 

likely been temporary and would have already expired. 

If a person were to lose a phone, 2FA would still be accessible to them via voice or email, so that worker 

would not be locked out the system and productivity wouldn’t take a hit.  

There’s the matter of compliance
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The biggest news in authentication solutions is 

the cloud. Companies that used to be wary of 

cloud security now see the advantages of letting 

a trusted specialist handle the hard parts. While 

an expert vendor manages the updates and 

maintenance behind the scenes, customer 

companies can simply pay a monthly fee to 

access authentication-as-a-service (AaaS). The 

cost shifts from CAPEX to OPEX, and the solution 

can be scaled up or down as needed. 

Contact us at sales@optimalidm.com or learn more at www.optimalidm.com

For organizations handling sensitive data, the use of MFA is not a choice. Regulations on the federal, state, 

and even local level may require its use. The most widely applicable regulation that requires MFA is PCI, 

so right away any company that handles credit card data needs an MFA solution. Numerous financial 

regulations, such 23 NYCRR 500 - Cybersecurity Requirements for Financial Services Companies issued 

by the New York State Department of Financial Services, call for the use of MFA as well. HIPAA doesn’t 

specifically require MFA but it does call for strong access controls, and auditors are not likely to consider 

single-factor authentication sufficient when assessing a covered entity. 

Regulatory assessments are not a pass/fail proposition; they encompass many shades of gray. Businesses 

that demonstrate to auditors that they are taking all reasonable steps to protect their data will be smiled 

upon more than those scraping by with the minimum amount of protection allowed. “Intent” may not be 

codified in any regulatory document, but it matters to auditors—and unimpressed auditors are how 

penalties happen.  

2FA in the cloud
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Your environment determines your solution
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Every company and every vertical have different requirements for their MFA solutions, but they also 

should start by analyzing the same three elements: scope, usability, and means of delivery. 

Who needs remote access and how critical is the data they access? 

Today, most companies need to provide remote access to their workforce and partners. This is 

usually done with one-time passwords sent via SMS, although organizations that are highly security- 

conscious, such as financial institutions, may choose to use push notifications. The difference 

between the two is that the security of an SMS depends on many parties, including the user (who 

can easily forward the SMS) and the telecom provider (whose own network security strength may be 

unknown); a push notification, however, works like a weather alert—it opens a pop-up message on 

the user’s device that the user can read one time and then it is gone forever.  Push notifications are

edging out older out-of-band (OOB) authentication schemes, in which a user would login and then, 

for instance, receive a call from a support desk asking for other information. 

None of these methods require any special software to be installed, which means they can be used 

with all sorts of devices, even those outside of the company’s control.  

Can our staff just use their smartphones or do we still need dedicated physical tokens? 

The use of workers’ smartphones is replacing the traditional fobs and cards. For most workers, 

smartphones are as secure as they need to be, although companies are likely to have a few people in 

roles that require the extra security a fob or card can provide. Companies are advised to limit the use 

of dedicated tokens as much as possible, since loss, software issues, and middleware issues will 

inevitably occur, and since these problems are hard to solve remotely, productivity will be impacted. 

When purchasing AaaS, look for a solution that can be deployed for use in both web and non- 

web applications, and in multi-tenant data centers as well as isolated environments. The 

technology underlying that flexibility will include RESTful web services, SDKs, and/or plug-ins 

that simplify integration into other applications. 

Buyers should look for an AaaS solution that integrates easily with their Identity-as-a-Service 

(IDaaS) platform, if they are using one. Look for systems that will integrate in a way that allows 

the use of one-time passwords (OTPs) and time-based one time passwords (TOTPs) via SMS, 

email, or voice, and that does not store any user information in its cloud service. Only device 

information should be stored in order to reduce the amount of personal identifiable information 

that must be collected, maintained, and protected. Some solutions are capable of handling 

password-less logins that work by sending a Push notification to a mobile device. Push 

notifications are more secure than SMS, so take that into account when planning an MFA 

implementation.  
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Do we go with AaaS or on-premise? 

Cloud-first companies are the most likely to embrace AaaS; they’re comfortable with the concept, 

understand that proper security controls make the cloud as safe or safer than on-premise solutions, and 

appreciate the benefits of shifting from CAPEX to OPEX with a predictable monthly cost. Of course, it’s 

not only cloud-first companies that hold these views; all mid-sized and large organizations are shifting 

more of their critical operations to the cloud, and AaaS is a natural part of that flow. 

Solutions that should stay on premise share some characteristics: they are tightly coupled with other 

systems, require specific technology or customization, are not designed to run in a multi-tenant 

environment, and/or can’t scale easily. None of those statements apply to MFA, so the only reasons to 

keep access controls on site are organizational—the business leaders are not comfortable offloading the 

service to a third party. 

However, decision-makers should be aware that MFA vendors do not have access to any private data. 

Vendors can only see the token data, not the logins, so they couldn’t login to or lose control of access to 

the system even if they tried.  

The tactical approach to MFA
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1. Know what you need 

Consider your userbase and the levels of security they 

require. Most will need a standard secure login, but a few, 

such as the CEO, CFO, and technical staff with administrative 

privileges, may need extra layers of security. Think about the 

devices used to access your network. Will you need MFA for 

cloud apps, on-premise software, and/or hybrid 

environments? Do you allow BYOD? There’s probably 

shadow IT running inside the network, and now would be a 

good time to inventory it, vet it, and include it in the MFA 

program.  

2. Factor in efficiency 

As everyone’s mother has said at least once, “Just because 

you can doesn’t mean you should.” You can set up a solution 

to require everyone in the company to use a three-factor 

login, but that is more than most will need. More factors does  
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not mean more security, although it does mean more complications, cost, and management challenges, so try 

to keep most of the staff using 2FA. Classify your workforce like you classify your data, and then determine 

which roles need which level of security. Also, pay attention to consistency; every application should use the

same MFA method. Otherwise, you’ll end up with a hodgepodge of MFA practices that are hard to track and 

maintain—just like when you were using passwords. 
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3. Remember the user experience 

Companies need to make sure the entire MFA process is convenient. Whether MFA is being used for customers 

or employees, people need to get temporary codes sent to them in a manner they’re comfortable with, such as 

a text message or an app. Think about the lifecycle of a user; over time, they are likely to upgrade their phones 

and get new laptops, so they have to be able to easily self-service their devices through the MFA system. Keep 

in mind that users will find ways around complicated security procedures, and look for a solution that delivers 

an intuitive user experience. 

4. Choose a partner that can scale with you

If all goes well, your company will grow. When it does, you’ll need a solution that can scale easily and without 

great effort or expense. Likewise, if your company decides to slim down, the MFA solution should be simple to 

scale down so you don’t become trapped in a bloated contract you can’t use. So, as with any solution, the 

service level agreements should make sense for your current and future needs. 

5. Dig deep into service levels 

Perform rigorous due diligence on your vendor before signing a contract. In particular, verify its availability 

statistics. They need to be at 99.99 percent, and you need to find out what they will do in case that other .01 

percent becomes a problem. Losing access to your MFA system means losing access to your systems entirely, 

and that can not only impact your productivity, it will impact your partners and maybe your customers. 

Although some companies don’t think of MFA as a critical system, it is indeed a highly critical system, and your 

due diligence and SLAs need to reflect that.  

Is 2FA a Fit for You? 
Talk to the experts at Optimal IdM today 

1-813-425-6351


