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The buy vs. build dilemma is a complex question that requires extensive 

thought and research. Companies are often very optimistic about their ability 

to develop, deploy, support and maintain a custom in-house identity solution - 

-- in a timely manner. It isn't unusual for organizations to greatly overestimate 

their ability to deliver complex development projects. 

 

Identity is the backbone of your organization. A service interruption will be 

immediately noticed by every end-user accessing an application and, 

therefore executive management. 

 

Remember, your code is handling authentication and has access to user IDs 

and passwords -- security is paramount. The security risks and implications to 

your organization alone are enough to consider looking for a vendor with 

deep technical expertise and a recognized leader in the identity and 

cybersecurity. 
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When To Build In-House 
When there is a competitive advantage 

When there is no time advantage to deploying a vendor’s solution 

immediately 

Where there is need to customize beyond what top vendors would provide 

When the economics of buying is untenable 

When you have already demonstrated, internally, the aptitude to build, scale, 

maintain and support large, dynamic software development projects and 

retain the [staff] expertise 

For those features/functions/services there is likely no competitive advantage to 

building it yourself. Software acquisition costs are a small fraction of the overall 

total cost of ownership (TCO) for a solution. In fact, with a solid identity vendor, 

like Optimal IdM, whatever small premium you pay in software is likely made up 

in our economy of scale.  

Many Identity Functions Are Commoditized 
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Let's Assume You Have These 
In-House Resources 
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Questions to Ask an Identity Vendor
Does the vendor show up in analyst ratings and recommendations? 

Can the vendor reference customers who have deployed thousands of 

applications? 
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Can the vendor reference customers who have millions of authentications per 

month?Does the vendor have more than a decade long track record of success? 

Is the vendor artificially propped up with venture capital money? 

Does the vendor try to lock you in with a proprietary stack? 

Does the product rely on synchronization and storage of your identity data in yet 

another database? 

Does it support multiple (even hundreds) of A.D. forests? 

Can your cloud implementation be uniquely customized to your business 

requirements? 

Can the vendor support geographically based datacenters for regulatory 

compliancy requirements? 

What are typical deployment timelines?  

Does the vendor usually require additional services for implementation? 

Does the vendor try to upcharge for support tiers? …or for 24 x 7 x 365 phone 

support? 

Is the vendor’s support outsourced? 

Can you talk directly to the vendor’s principal developers? 

Does the solution require you to staff and retain expertise in Federation 

knowledge? 

Does the vendor’s solution require you to consolidate forests or clean up 

directories? 

Does it require software agents on domain controllers, application servers, etc.?  
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We can often deploy a full solution in a few days, sometimes just a few hours---ask 

our customers. Onboarding a new federated application to leverage SSO can take 

less than 5 minutes – we automate it and do it for you. Expensive consulting 

engagements are not needed.  

 

Optimal IdM can accommodate customizations because each customer has their 

own single tenant separate siloed IDaaS implementation. Therefore, we can 

customize workflow, rules, restrictions, transform application requests and more. 

Other vendors offer shared multi-tenant environments that cannot accommodate 

such customizations. Our solution runs in some of the largest and most secure 

infrastructures in the world – and authenticate millions of users per day. 

We're Different

FORRESTER POSITS THAT CLOUD SOLUTIONS CAN BRING AS MUCH AS A 
90% REDUCTION IN OPERATION AND PERSONNEL COSTS. 

The lifetime costs of your application will likely dwarf the initial acquisition costs of 

a third-party solution. 

Do you have to synchronize existing identity data to get the product up and 

running? 

Does the vendor require a per user per month fee? 

Does the vendor try to continually tie you into expensive product suites? 

Does the vendor offer a fully managed service? 
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Recent Accolades
 Optimal IdM has been positioned by Gartner, Inc. in the Niche Players quadrant 

of the Magic Quadrant for Access Management, Worldwide in 2017 and 2018, 

and featured on the Best Identity Management Solutions list of 2017 and 2018 by 

PC Magazine. Optimal IdM has also been named “Best Multifactor Authentication 

Solution” in the Government Security News (GSN) Homeland Security Awards 

(HSA) Program under the Cyber Security Products and Solutions category and 

named a Leader in KuppingerCole Leadership Compass Identity as a Service: 

Single Sign-On to the Cloud Report. 

https://www.forbes.com/sites/chuckcohn/2014/09/15/build-vs-buy-how-to-know-when-you-should-build-custom- 

software-over-canned-solutions/#30dfe004c371 

https://www.strategyand.pwc.com/media/uploads/MakeVersusBuy.pdf 

https://www.forbes.com/sites/chuckcohn/2014/09/15/build-vs-buy-how-to-know-when-you-should-build-custom- 

software-over-canned-solutions/#2188efe0c371 

https://www.csoonline.com/article/3014725/data-protection/why-identity-is-the-new-security.html 

https://www.secureidnews.com/news-item/how-to-choose-an-identity-access-management-solution/ 

Forrester, ANDRAS CSER 

https://www.gartner.com/document/3873002 
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