
Mergers, Acquisitions and 
Divestitures – How to Unite 
Your Active Directories 
 
 
CIOs that are under pressure to bring two companies’ IT systems and applications 
together after a merger or acquisition can unify their directory services quickly 
and inexpensively with a Virtual Identity Server.  



WHITEPAPER 2

A robust global economy, record stock prices and relatively low 

borrowing costs have been major contributors to a stellar outlook for 

mergers and acquisitions (M&A) worldwide. Record levels of merger 

activity were reported in 2018, and the global economic prospects 

for M&A activity continue to be strong as we close out the decade. 

 

For CIOs and their information technology teams, having their 

company on the controlling end of the merger or acquisition 

presents both an opportunity and a challenge. The opportunity is for 

the IT organization to position itself as a strategic partner that can 

add significant value throughout the process of planning the 

technology aspects of the merger and onboarding the new 

company. The challenge is in successfully reconciling the myriad IT 

aspects of two complex organizations, quickly and economically. 

 

One of the most critical IT components that each company in the 

merger brings to the table is its enterprise directory services, which 

are used to manage and control who has access to what 

applications and resources across the company network. For most 

large enterprises, directory services can be very complex—even 

without the prospect of merging with another company. Thus, how 

the two companies go about bridging their directory services is a 

factor in how quickly and successfully the two entities are able to 

access each other’s applications and drive business integration 

efforts that will take the unified organization forward. It’s essential to 

avoid any business disruption while going from Point A (no 

integration of directory services) to Point B (fully integrated directory 

services). 

 

In the pages that follow, we will look at three of the leading 

approaches to bridging disparate sets of directory services into one 

seamless directory following a merger or acquisition. Conversely, 

we’ll look at the aspect of a divestiture, in which one company must 

entirely split out from another. Here, too, directory services play a 

role in a clean and quick divestiture or spin-off. 

"One of the most critical IT 
components that each 

company in the merger 
brings to the table is its 

enterprise directory 
services." 

Introduction
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First, some background. A directory service is a customizable information store that functions as a 

single point from which users can locate resources and services distributed throughout the 

network. Directory services play an important role in developing intranet and Internet applications 

by allowing the sharing of information about users, systems, networks, services and applications 

throughout the network. A directory service is a critical – and typically complex – component for 

any network. 

 

With a 95% market share in the enterprise space, Microsoft Active Directory (AD) is the dominant 

product used today for directory services. Additional companies offering directory service 

products include IBM, Oracle, Sun Microsystems, RedHat, Apple and others. Open source products 

are available as well. 

 

A part of directory services is the Lightweight Directory Access Protocol (LDAP), an open, vendor- 

neutral, industry standard application protocol for accessing and maintaining distributed directory 

information services over an Internet Protocol (IP) network. Microsoft, for example, uses the LDAP 

protocol in its AD product. 

 

Within each directory services is an Active Directory domain, a collection of objects within a 

Microsoft Active Directory network. AD domains follow a simple "tree" hierarchy consisting of 

multiple levels. A group of Active Directory trees is known as a forest, which is the highest level of 

organization within Active Directory. Most companies can be configured in a single forest 

environment, but some organizations deploy multiple forests to create a higher level of security; for 

example, to isolate highly sensitive applications or information. Also, companies that have 

previously gone through a merger may have multiple forests due to legacy configurations. 

 

In addition, AD domains can have multiple child domains, which in turn can have their own child 

domains.  All things considered, it’s easy to see how an organization’s directory services 

infrastructure can get complicated in a hurry. 

Directory Services in the Enterprise
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In the context of two organizations that are merging, it’s an IT 

priority to unite the separate directory service systems so that 

employees of each company can access the appropriate 

resources of the newly merged business entity. The sooner this 

can happen, the sooner the business benefits of the merger can 

begin to be realized. 

 

There are three approaches that enterprises use to unify their 

directory services. Each approach has its pros and cons in specific 

situations. 

 

  

 

In a migration, all the identity information from both companies is 

put into a new directory system. The end result is a very desirable 

scenario: a single clean directory that is easiest to maintain. 

Getting there is quite a task, though. 

 

This approach is fine if the acquired entity generally has 1,000 or 

fewer identities (people + things); however, it’s simply too costly 

and time-consuming for larger organizations with more identities 

to manage. In the latter case, it can take up to a year to complete a 

full migration because the process involves migrating people and 

applications one at a time. What’s more, this strategy isn’t suitable 

for companies with multiple forests, such as for security 

boundaries or from previous M&A activities. 

 

The team assigned to perform this migration needs to have a lot of 

technical knowledge and skill, which adds to the cost of the 

project. Consequently, most enterprises that go through a 

merger/acquisition scenario do not do a directory migration, 

largely because of the expense and time needed to complete it. 

 

There are three 
approaches that 

enterprises use to 
unify their directory 

services. Each 
approach has its pros 

and cons in specific 
situations. 

 

Three Approaches for Uniting 

Active Directory Forests
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1. Directory Migration
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Pros and Cons of Directory Migrations
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In this approach, the two companies keep their own separate directories and unite them using 

software that synchronizes users and groups from one forest to another as needed. The 

synchronization software must be configured with rules to pass the correct information between 

the two separate directory systems. It’s time-consuming to set up and configure the rules, taking 

perhaps six to eight months to implement. 

 

Regular synchronization of the two directories can itself be time-consuming, taking 24 hours or 

more for organizations with a large cross-over of application usage. During the directory synch 

time, user access to resources might be denied or excessive if the rules have not yet been 

executed. 

 

Directory synchronization requires that each company in the merger continue to maintain its own 

application licenses—even if both companies use the same software. This can mean having to pay 

for excessive software licensing. 

2. Directory Synchronization
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Pros and Cons of Directory Synchronization

3. LDAP Virtual Directory

A third approach is to create a virtual directory that sits between the directory services of Company A 

and those of Company B. The purpose of the virtual directory is to act as a proxy server between the 

two sets of existing directory services. In this approach, select applications from each company point 

to the virtual directory, which proxies the requests to however many forests exist in the total 

configuration of directory services. Requests can be actions like a search, an authentication, an 

update, or a deletion of an entity’s identity. 

While directory synchronization is a faster approach than directory 
migration, it’s still a complicated and costly process.  
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The main benefit of a virtual directory is that nothing needs to change with the two companies’ 

original directory services. Each company’s directory remains separate while the virtual directory has 

the ability to proxy access to applications and other resources for the identities in each company’s 

directory, regardless of how many forests exist. The proxy process is instantaneous, with no latency, 

because there is nothing to synchronize here. 

 

Setting up a virtual directory is relatively quick, taking just days to weeks instead of months to a year 

as with directory migration or synchronization. The key to this quick deployment time is that a virtual 

directory service does not store any data; it simply passes requests from one directory to the other. In 

the end, the two companies never have a single master directory. The separate directories and 

forests still need to be maintained independently. 

 

An LDAP virtual directory can accommodate any directory service that follows the LDAP protocol: 

Microsoft Active Directory, NetIQ eDirectory, OpenLDAP, IBM Directory Server, and many others. 

 

As with directory synchronization, the two merging organizations continue to maintain their own 

software application licenses, as well as the directory services systems themselves. This reduces the 

ability to reduce costs through the merger process. 

In a merger/acquisition situation, 
using a virtual directory is the 
fastest and least expensive way to have 
unified directory services for two very 
large companies up and running and 
quickly accessing applications across 
both companies. 
 
For CIOs, this option provides the 
fastest time to value for merging IT 
operations of two organizations. 
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LDAP Virtual Directory Continued...
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Pros and Cons of Virtual Directory
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What About Divestitures?

Large enterprises occasionally choose to divest themselves of a 

subsidiary or spin off a business unit as an independent company. 

When this happens, the people, applications and other resources 

that are breaking off from the parent company need to be spun out 

into their own separate directory service. This can be a very complex 

undertaking if there is a single directory service in use. 

 

If a virtual directory has been used to unify resources among the 

parent company and its various subsidiaries, it’s quick and easy to 

remove the directory of the divested entity. The IT team would just 

undo the proxy links between the different directories.   
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The Optimal IdM Virtual 
Identity Server™ (VIS) is 
a Microsoft-centric .NET 

LDAP virtual directory 
that provides a single, 

real-time view of identity 
data from any data store 

without the need for 
synchronization.  
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About The Optimal IdM Virtual Identity Server

The Optimal IdM Virtual Identity Server™ (VIS) is a 

Microsoft-centric .NET LDAP virtual directory that 

provides a single, real-time view of identity data from any 

data store without the need for synchronization. 

 

VIS is the fastest, most comprehensive LDAP virtual 

directory available. It’s built from the ground up to be 

highly efficient and to ensure no noticeable latency when 

people in any forest need to access an application across 

the enterprise. 

 

VIS supports Active Directory and all other LDAP-based 

directory service products. VIS reduces implementation 

costs by allowing an organization to quickly deploy LDAP 

enabled applications across multiple existing LDAP 

directories. 

 

No code changes are required to the applications, which 

connect to VIS just like any standard LDAP directory. No 

complicated trusts or agents/connectors or 

synchronization is needed. VIS installs and configures 

within minutes, not days. 

 

CIOs that are under pressure to bring two companies’ IT 

systems and applications together after a merger or 

acquisition can unify their directory services quickly and 

inexpensively with VIS. 

 

Thus, IT becomes the enabler that allows the newly 

merged organization to get on with its business to create 

value for its shareholders, customers and employees. 
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Optimal IdM is a global provider of innovative and affordable identity 

access management solutions. Optimal IdM partners with clients to 

provide comprehensive, fully customizable enterprise level solutions 

that meet the specific security and scalability needs of their 

organizations. Optimal IdM offers its solutions both on premise and 

in the cloud as a one hundred percent managed service offering. 

 

Customers include Fortune 1000 companies, as well as federal, state 

and local government agencies all over the world. Founded in 2005, 

Optimal IdM is privately held and has been profitable in every 

quarter since inception. 

 

Contact Optimal IdM at sales@optimalidm.com or learn more at 

www.optimalidm.com. Register for a free trial of Virtual Identity 

Server at https://optimalidm.com/free-trial/. 

 

 

Copyright Optimal IdM, 2019. All trademarks, service marks and 

trade names referenced in this material are the property of their 

respective owners. 
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