VIRTUAL IDENTITY
SERVER FOR

SHAREPOINT™

A OPTIMAL IdM

ldentity & Access Managemen



PAGE 1

EVERY DAY, MILLIONS OF USERS WORLDWIDE DEPEND ON OPTIMAL
IDM SOLUTIONS FOR THEIR SECURITY, COMPLIANCE AND IDENTITY

MANAGEMENT NEEDS.

INTEGRATED WINDOWS

Can span multiple forests without the need for forest trusts.

TWO-FACTOR AUTHENTICATION
e.g. Time-based One-Time Password (TOTP), PUSH, SecurlD, Smart Card, USB Token.

FORMS BASED AUTHENTICATION (FBA):

Can span multiple forests and multiple platforms such as: Active Directory (AD), or any data store.

FEDERATION
Support via our STS standalone or integrated with AD FS.

CAC AUTHENTICATION

Department of Defense, Common Access Card (CAC) authentication.

DIGITAL CERTIFICATES

Seamless login via client certificates.

IDM SOLUTIONS

Single Sign-On (SSO) with Identity Management solutions such as Sun Identity Manager, IBM Tivoli Identity
Manager, Oracle Identity Management Suite (OIM/OAM), CA Site Minder, etc.

CONTACT US AT INFO@OPTIMALIDM.COM OR LEARN MORE AT WWW.OPTIMALIDM.COM



VIS - SHAREPOINT INTEGRATION

FULL OFFICE
INTEGRATION
WITH SEAMLESS
SSO EXPERIENCE
FOR SHAREPOINT

SHAREPOINT
USERS FROM ANY
IDENTITY DATA
STORE

RAPID AND EASY
SHAREPOINT




VIS FOR SHAREPOINT CAN REDUCE

ADMINISTRATION UP TO 90%

BENEFITS

Significantly Reduces
Administration

Utilizing VIS for SharePoint’s Virtual Dynamic Groups
and Virtual Auto-Groups significantly reduces the
administration of a SharePoint deployment. Security is
configured once and effective permissions within
SharePoint automatically change as data changes
within the environment.

Increased Security and
Governance

VIS for SharePoint further simplifies and increases the
security within SharePoint by providing administrators
a dynamic attribute-based access control security
model for SharePoint.

Administrators are no longer required to

manage security and group membership on an on-
going basis. Instead, administrators define security
once creating dynamic groups that are based on user
based attributes. As the data changes on the user, so
does the group member ship. The security within
SharePoint is now defined once and changes
,automatically, significantly reducing administration,
increasing security and lowering the total cost of
ownership (TCO).

Multi-Repository Authentication

VIS for SharePoint enables organizations to

rapidly deploy SharePoint to users regardless of the
repository they reside. Using out-of-the-box adapters,
VIS can authenticate and authorize users from a
multitude of data stores, including all major LDAP
directories (i.e. Active Directory, ADAM, AD LDS, Sun,
eDirectory, etc.) and even databases.

Claims Based Authentication &
Authorization

Using VIS for SharePoint, claims can now be dynamic
in nature. Claims can be configured by user attributes
that exist in multiple data stores, such as other LDAP

directories or even databases.

Compliance, Auditing and
Reporting

VIS for SharePoint includes a complete automated
compliance engine that enables administrators to
automate and secure their SharePoint environment.
Additionally complete audit records and reports are
built-in providing administrators the tools they need.

People-Picker | Claims Provider

Federated SharePoint deployments do not include the
ability to search for users/groups, but VIS for
SharePoint provides the searching ability across all of
your identity stores.



FOR MORE INFORMATION ON OUR
PRODUCTS AND SERVICES

Optimal IdM is a global provider of innovative and affordable identity
access management solutions. We partner with our clients to provide
comprehensive, fully customizable enterprise level solutions that meet the
specific security and scalability needs of their organizations. Optimal IdM
offers its solutions both on-premise and in the cloud as a 100% managed
service offering. Customers include Fortune 1000 companies, as well as
Federal, State and Local Government agencies all over the world.

PRODUCTS
e Virtual Identity Server e Optimal People Picker for
e LDAP Proxy Firewall SharePoint
e VIS for SharePoint e VIS for Office 365
e Optimal Federation & e The Optimal Cloud
Identity Services e Cloud Reporting

e Optimal Authentication Service

CONTACT US AT INFO@OPTIMALIDM.COM OR LEARN MORE AT WWW.OPTIMALIDM.COM




